
Norman SandBox - Your Proactive IT Security Tool

Norman SandBox Reporter
Analyzing malware can be a cumbersome and time consuming task, involving multiple ap-
plications for code analysis as well as a network of computers. Each one of the applications 
is meant to perform its specific task and most of the time you need to combine the result of 
several of these to find the true actions and intent of the malware.

With Norman’s new SandBox Malware Analyzer product line, the complexity, speed and 
infrastructure needed to analyze files have been dramatically reduced. This will give you a 
quick return on investment.

How can Norman SandBox 

Malware Analyzers help?

Save time

• 	The average response time to a new 

threat is normally 6 – 24 hours.

• 	Get a head start with knowledge of 

what the sample is trying to do.

Save money

• 	A growing number of viruses to 

analyze require a high number of 

analyst efforts.

•	 Finding the right people to analyze 

malware is a difficult, time-consuming, 

and costly task. 

Save the day

• 	You have been in the situation where 

something needed to be analyzed 

yesterday and now 	 you have access 

to the tools to make it happen.

Product description
Norman SandBox Information Center and its related services daily receive thousands of  suspicious 
files. All files submitted are being analyzed, and as a subscriber you will get a list with information of  
Norman SandBox analysis over the past 24 hours. 

The Norman SandBox Reporter is created daily, and every night subscribers receive a list with infor-
mation in both .txt and .xml format for easier management. The analysis includes:

1) A list of  URLs that might contain malicious code. This list can be used in many ways, such as 
importing it to a URL blacklist filter to prevent any computer behind the filter to access these sites. 
ISPs can use the list to take down websites containing malicious code.

2) A list of  IRC network servers that malware tries to connect to. The list includes server names, 
ports, username and password etc. These IRC networks are most likely botnets. 

3) Finally you will get a SandBox summary of  
most of  the files that have been analyzed in 
the same period. The summary contains more 
detailed information about the files’ behavior 
and intent.
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Norman ASA is a world leading company within the field of data security, internet protection and analysis tools. Through its SandBox technology Norman offers a 
unique and proactive protection unlike any other competitor. While focusing on its proactive antivirus technology, the company has formed alliances which enable 
Norman to offer a complete range of data security services. 
Norman was established in 1984 and is headquartered in Norway with continental Europe, UK and US as its main markets.

www.norman.com

For more information contact Norman at 

SandBox@norman.com, or visit 

http://sandbox.norman.no to sign up for 

a 30 day trial today!

Technical requirements 
In order to be able to receive the report (the URL list) you need a valid email address.

Botnet attacks
Some of  the most common actions performed by malware today are the creation of  robots, botnets 
and malware connecting to servers on the Internet.

A botnet consists of  thousands of  sleeping robots installed in computers around the world. These 
robots are installed without the user’s knowledge and can be remotely controlled by computer crimi-
nals in order to perform various illegal activities, such as Distributed Denial of  Service attacks (DdoS), 
phishing attempts, spamming, keylogging etc. 

The malware connects to servers on the Internet to either download more malicious files or to upload 
information taken from the computer where it is installed. This can be everything from documents to 
usernames, passwords and credit card information.

Info Security 

Products Guide 

names Norman 

SandBox Analyzer winner of the 2006 

Tomorrow’s Technology Today Award.

Related products

Norman SandBox Analyzer:
This utility provides a comprehensive analysis of any executable file action. After the file has been processed, a report is generated with an in-depth description of files in 
an API log view and a summary report.

Norman SandBox Online Analyzer:
SandBox Online Analyzer is a web-based analysis service which offers the same options and outputs as the standard SandBox Analyzer product. The service allows 
the customer to upload suspicious executable files to Norman’s dedicated servers which then quickly supply a comprehensive analysis of the file action. This service is 
targeted to customers who do not require the unlimited analysis capabilities of the Analyzer or who do not have a dedicated virus analysis lab and wish to let Norman 
supply the processing power.

Norman SandBox Analyzer PRO:
Analyzer PRO is used for deep file analysis for reverse engineering and debugging malware. Like Analyzer, its core component is the Norman SandBox Technology. 
Analyzer PRO performs the function of a complete virus analysis lab. In addition to traditional debugging capabilities, Analyzer PRO includes the ability to monitor and 
manipulate the emulated SandBox environment in real time. This includes the CPU and its registers, memory, registry, threads, network sockets, and disassembled 
code.
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