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This webinar uses VOIP (Voice Over IP).
The audio setup wizard is available from:
Audio -> Audio Setup Wizard.

If the option is greyed out, Cisco Webex Meeting Center - test

you have already joined the 'Ed h e
audio conference and need i R
to leave the audio part of the Volume.. —

conference before running the
audio setup wizard.
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e Welcome and introduction

e Norman Patch and Remediation

e Tendencies and trends
e OS and application support
« Patch deployment

— Demo

e Q&A
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« Ask questions via the chat

e Questions will be answered
during presentation or
during Q&A towards
the end of the
webinar
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Security solutions
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« Malware strikes anyone, at anytime

« Malware is designed to exploit vulnerabilities

« Malware spreads using a numerous different vectors
 Malware comes in “under the radar” and stays hidden
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CD/DVD

Escalate
Privileges

Remote
Execution

IRRARA

BlueTooth

Malware Obijectives

EXTERNAL Access

THREATS
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 NORMAN

Patch and Remediation
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“*Over 90% of cyber attacks exploit known
security flaws for which a remediation is
available”

- Gartner

Proactively managing your vulnerabilities
eliminates 90% of your risk
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Cloud-based Googlem

services Apps

R Enace con, M O
a place for friends

‘ (> awareness

@ Socialtext

Enterprise
collaboration
tools

Consumer
software

m iTunes W

Web-enabled
devices
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« Software and OS lifecycle assumes new bugs;
— Design flaws will be discovered as technology is adopted and deployed.

* Nearly 90% of vulnerabilities could be exploited remotely?

 On average, 16 new vulnerabilities were discovered each day in 20092
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Sources:
1 - Aberdeen Group Vulnerability Management Report, 2008
2 — http://nvd.nist.gov/, 01/26/10
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1 » Control Panel » System and Security » Windows Update - |4'r-3~ | | Search Control Panel e |

1O

Control Panel Home

Windows Update

Check for updates
Change settings

e istory |§ The updates were successfully installed

Restore hidden updates N Restart now to finish installing

Updates: frequently asked

o [ = N O

Succeeded: 4 updates

questions
Windows : i i i i
is using t| Windows Update
Most recent check for updates: 7| || ] Restart your computer to finish installing
G Updates were installed: Tl 2 impDrtant updates
In You receive updates: F
Windows can't update important files and services while the
system is using them. Make sure to save your files before
Find cut more about free softwa restarting.

Bemind mein: [10 minutes -

See also :
Restart now

Installed Updates
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« Multi application Support

— Adobe @

— Apple
— Citrix ((

— Microsoft g <5

) i \/DC P —
— Mozilla Firefox W M-

— Novell

— Skype N Microsoft:

— Sun Adobe . :
— VMware CITRIX

— Winzip

mozilla

Y Firefox

e Custom patches
— Norman Content Wizard

Novell

=

© 2003 Norman ASA



NORMAN’ (R E1 T IREmediation

)( ((

e Multi OS Support [ﬁﬂ
— Microsoft Windows s@f
— RedHat Enterprise Linux A
— Novell SUSE Linux Enterprise Windows
— Apple Mac OS X w 2
— CentOS R -
— HP UX O C;
— IBM AIX

— Oracle Enterprise Linux
— Sun Solaris s
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Rapid, Accurate and Secure Patch Management

Key Points
— Heterogeneous Support : Supports all major Operating Systems and Applications
— Baseline Policies : Enforce mandatory baselines to streamline management.

— Monitoring & Reporting:  More than 20 reports that provide detailed information of the patch
and remediation management process

More Than Patching
— Software Removal
— Software Deployment
— Asset inventory



* _|_$

* Reduce risk by 90%
« Malware utilizing vulnerabilities are dominant

e Dramatically reduces cost of systems
applications maintenance
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* Ask questions viachat




Presentation & Recording of webinar
www.norman.com -> News

The discussion continues on Facebook

Norman Security



e Quote
e Trial version

e Technical demo

Contact your local Norman office

http://www.norman.com
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« Norman SandBox Analyzer
— Date: February 4th
— Time: 10 PM (GMT +1) / 4 PM (EST)

 Norman Endpoint Protection
— Date: March 4th
—Time: 1 PM (GMT +1) / 7 AM (EST)

WWW.Norman.com






