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Background The stack trace recorded in the abend log is incomplete. Its
length has varied from NetWare version to NetWare version
and in NetWare 6.5 with recent support packs it is back to
being really short. The absolute best way to diagnose a
problem is by looking at a core dump of the server's memory at
the time of the abend. We do recognize that for various
reasons it may not be practical to retrieve a core dump from a
given server.

This document describes how to secure important and highly
relevant information using Novell's Remote Manager (NRM).
Part of this information is the same as that recorded in the
abend log, but using NRM allows more information to be
retrieved, information that may be vital to diagnosing the cause
of an abend.

Prerequisites v Novell Remote Manager must be installed, this is default
in versions of NetWare starting with version 6.0.
NetWare 5.1 has its fore runner, NetWare Management
Portal. The operator needs basic knowledge about
NRM, such as how to access it, login etc. Most of the
screen shots displayed here are from a NetWare 6.5
sp8 (OSE2), the NetWare 6.0 screens have different
styling and NetWare 5.1's initial screen is slightly
different. The described procedure is identical for all
three versions.

v Abend recovery must be used to encapsulate the
abended thread and ensure that NRM is operational. If
the server freezes, NRM is frozen too and we cannot
get to the information we want.

v Server management systems like HP’s Insight Manager
must not be set up to restart the server automatically as
the information we want to secure is lost when the
server reboots.

What to do Open NRM on the abended server in your favourite browser.

e
— Volume Management

E Diagnose Server
Health Monitor
Frofile / Debug
Reports / Lo 5

Info Mame  Attributes Mounted

= Manage Server 3 _ADMIN NEA YES
Valumes :
Total open files 144

Partdtion Dizks
Console Screens

[ifaTuind=Tahalulal

© Copyright Norman 2009



In the left hand menu, open “Diagnose Server” and click
“Profile/Debug”.

If you are on NetWare 5.1 the opening screen will look
something like this:

_ NewllNetWare51  NetiVare Management Portal
5,00 revision L, January 19, 2005
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Under “Sever Management”, click “Profiling & Debug
Information”.
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Find the name of the abended thread in the list and click the
thread name.

This opens up the “Thread information” screen; it will look
something like this:
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Mvell Open Enterprise Server. NetWars 6.5 Server Version's 70.08. Dctober 3, 2008 - Server Up Time: 0:02:00:37
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Thread Information

Thread Name Abendemo
Thread ID SE1CAIAD
Parent NLM ABENDEMO.NLM

Processor Assignment 0
Total Exacution Time seconds: 0, millisaconds: 12

MP Status In classic NetWare
Stack Bottom 05001000
Current Stack Pointer 05004DE3

Stack Top 05005000

Stack Size 16,384 Bytes

Suspend Reason Suspended by Abend Recavery

Abend Description: Page Fault Procassor Exception (Error coda 00000002)

Protected Memary Reglstors:
System Resources
e €S = 0008 DS = 0023 ES = 0023 FS = 0023 G5 = 0023 S5 = 0010
et EAX = 00000000 EBX = 8F612238 ECE = DSDOMEES EDX = 00000009
Peloeoleitinmation ESI = 9A2420C0 EDI = 00000000 EBF = DSDO4ECE ESF = DSDO4EBS
SLP EIP = 8F612232 FLAGS = 00000216
Java Application Infermation
% Manage Hardware Code Executed:
 Manage eDirectery 8F612232 (ABENDEHO.NLH|DoPageFaultAtProcessTine+2)
§ . 8F612232 C600CC HOV EAX]-2, CC
& Use Group Operations i | b - IEAXTmE:

We can now start saving data. The easiest way to do this is by
scraping the text and pasting it into a text editor. Notepad is
perfect for this use.

Click in the frame with the information and press [Ctrl][A] to
mark all the text in the frame, then press [Ctrl][C] to copy it to
the clipboard. Switch focus to Notepad and paste the text into
the editor window using [Ctrl][V].

Switch back to the browser screen, click in the text frame again
and press the [End] key. This will take you to the end of the
text in the frame.
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Partition Disks 05D04F54 0SDO4FAL 7
15D04FSS A00ADODD  (TOADER HIM|KsrnelAddressSpacst0)
Console Seroens 0SDO4FSC:;  —00000002 (LOADER. NLM|KerneliddressSpace+2)
Connections 0SD04FEN: ——00000001 {LOADER.NIM|KerneladdressSpace+l)
Sat Paramstars USDO4Fe4:  —-9DBE7040 7
Scheduls Tasks USDO4FES: —-000D00DE  (LOADER.HLM|KernslAddressSpace+8)
o Comti USDO4FEC: ——00000027 (LOADER.NLH|KerneliddressSpace+27)
View Memary Config USDO4F?0.  ——A0OD0ADE  (LOADER WLM|KernsliddressSpace+B)
i DSDOMF74: J1AFSECS  (WWSHUT.HLH|NUSHenu+D9)
Do 1 Rostant SDO4F7S: ——000000DE  (LOADER.NLM|KerneliddressSpace+B)
. O0SDO4F7C —-00000000 (LOADER . NLM|KerneliddressSpace+0)
Managed Server List 0SDO4F80. --00000000 (LOADER.NIM|KernelAddressSpace+0)
Licensing Infarmation 0SD04F84: ——00000008 (LOADER.NLM|KerneliddressSpace+8)
Configure TCPIP 05SD04F88 ——-00000027 (LOADER. NLM|KerneliddressSpace+27)
IP Address Managsmsnt USDO4FAC:  ——00000011  (LOADER HLM|KernslAddressSpacs+11)
o SDO4FS0: -—05D04EDL 7
& Manage Applications DSDD4F94: ——3DBS7040 7
List Modules USDO4F3E.  ——00ODOADN  (LOADER WLM|KernsliddressSpace+0)
Protacted Memory USDO4FIC:  S1AF3EDE  (WWSHUT HLM|NUSHsnudetion+0)
System Resources SDO4FAD: ——05SDO4EAL 7
Neothare Ropistiy 0SDO4FA4; BEE12238  (ABENDEMO.NIM|Menubction+D)
S USDO4FAR:  ——000D0DD  (LOADER HLM|KernslAddressSpacs+0)
op USDO4FAC: ——0000001Y (LOADER.NLM|KerneliddressSpace+19)
_— . 0SDO4FEO ——00000050 (LOADER . NLM|KerneliddressSpace+50)
Java Application Information OSDO4FE4: —--00000000 (LOADER. NLM|KernelAddressSpace+0)
[ Manage Hardware -

Click the “*** More ***” link. This reveals more of the stack.
Select this text, copy it and append it to the text in Notepad.
Switch back to the browser and repeat the procedure. How
many times should you repeat this? It is not possible to say
exactly. Ideally you should keep at it until you see an “End of
stack” message, but as stack sizes vary this might be too

© Copyright Norman 2009



Make a dry run
before you have
to do this live

much. An educated guess is that 10-15 times should be
sufficient.

When you are all done, save the file from Notepad and send it
to us via the usual channels.

If you want to look at how this is done without having to abend
your server, Follow the same instructions as | have described
above. In the “Profile/Debug” screen select any thread name
and you will see that thread’s stack. This can then be copied.
If you have a test environment and would like to do a test
closer to real life you can download an abend demo NLM from
Novell Cools Solutions .

Be careful with this utility. It will abend your server.

Copy the abendemo.nlm to your test server and load it.

Menu of Bad Behavior

Generate a Double Fault

Generate a Hang

Generate a Stack Overflow
Generate an Invalid Opcode Exception
Generate an NMI

From the menu select “Generate a Page Fault at Process
time”, Press [Enter] to abend your server.

You can now follow the procedure as described to secure a
stack trace.
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