
Never invite strangers home – be 
conscious of  shared folders/resources. 
Check your PC configuration before 
you go online. Turn off  your PC when 
it is not in use.

Use professional cleaners – 
install antispyware and antiadware 
products on your PC. Update your 
antivirus software regularly; let it scan 
your incoming mail before emails are 
allowed into your computer. 

Update your operating system 

continuously – make sure that 
all important security updates are 
downloaded and installed as quickly as 
possible after they are available from 
the software provider.

Be critical to the “Postal  

Service” – delete the email if:
•	 The sender is unknown.
•	 The subject field does not make 

sense.
•	 The mail contains a link, and you 

are not sure where it will direct you 
on the Internet.

Top 10 tips to keep  
you protected online

•	 The email contains a suspicious 
attachment.

•	 The email seems to be from a 
software vendor with an attached 
program that claims to be a 
security update. Software vendors 
never send security updates as 
mass-distributed emails!

•	 Email is in your spam folder. 
You should never reply to spam 
messages, which often contain 
malicious software.

Get a trustworthy doorman – 
your computer has many ‘entrances’ 
for different tasks. Open ports could 
allow unlimited access to your com-
puter’s resources. The main purpose 
of  a personal firewall is to protect you 
against unwanted ‘visitors’. 

Lock up “filling cabinets” with 

the sensitive information  
– store your confidential data securely. 
The best solution is to use encryption 
tools, which handle folders as well as 
individual files.

Do not let anybody in  

– configure your web browser to ask if  
you allow ‘active content’. Be selective 
with regard to which websites you 
grant access to your PC and programs 
you download from the web and peer-
to-peer systems.

Take advice from experienced 

IT personnel – if  you use a portable 
computer in your daily work, familiar-
ize yourself  with your employer’s rules 
and regulations on IT security. Con-
sulting your company’s IT personnel 
may help you to avoid many problems 
in the future.

Disclose as little as  
possible about yourself  

– never reveal information of  a 
personal nature, unless it is absolutely 
necessary. It might be a good idea to 
use separate email addresses for differ-
ent purposes.

Back up relevant information – 
data can be erased by an accident or 
malware activity. Back your valuable 
files that you have invested time and 
effort to create.  Software and other 
system files can be reinstalled.
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