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Malware – Abundant & Complex

Malicious threats assessed by security organizations have grown to tens 
of  thousands every day. This flood of  complex threats, often complicat-
ed by self  defending code techniques, has lead to bottlenecks in security 
analysis labs. The volume and complexity of  continuously emerging 
threats simply cannot be addressed appropriately by the same human 
resources as in the past. 

Norman has built a foundation as one of  the world’s leading data secu-
rity companies under the expertise of  the world’s top security research-
ers. Sustaining and expanding Norman’s position as a data security 
leader has required the transfer of  those expert skills and knowledge to 
artificially intelligent systems.  



Outpacing Traditional Methods

Organizations using traditional means cannot cost effectively respond to 
the daily swarm of  threats in a timely manner. Analyzing such threats is 
a cumbersome and time consuming task, involving multiple applications 
for code analysis, as well as a network of  computers. Most of  the time, 
the analyzers must combine results of  several applications to reveal the 
true actions and objectives of  the malicious threats. For normal execut-
ables in low impact incidents, traditional methods will allow the analyst 
to gather the necessary forensic information. However, the commitment 
to bring human expertise in-house to accomplish these tasks involves a 
significant financial investment. Managers must also consider how the 
cost of  time will impact their organization, considering a well-trained 
analyst spends at least 20 minutes per sample.  Typically, time consumed 
by traditional analysis is sufficient to bring down a corporate network 
and compromise a significant amount of  data. In many cases, the time 
factor can be quantified as high as hundreds of  thousands of  dollars per 
hour and much higher when factoring in data loss and possible litigation 
costs.

Keeping Pace – Security Intelligence

While the quantity of  malware in the wild has grown exponentially, 
Norman’s reverse engineering analysis team growth has remained linear. 
With larger organizations subject to more and more targeted attacks, the 
same pressure is on security managers outside the security industry to 
quickly and cost-effectively analyze malicious threats. They need to see 
and monitor new malicious code and trends so preventive measures can 
be taken before an attack is out of  control. Such organizations have real-
ized they can no longer rely entirely on outside help to protect them and 
must take responsibility themselves. 

What is SandBox?

Norman has pioneered new advancements in reverse engineering 
technologies over the past decade and antivirus enhancements for over 
two decades. Years of  real world testing and enhancements in Norman’s 
analysis labs have resulted in Norman’s proactive SandBox technol-
ogy. SandBox is now one of  the main components used to process the 
multitude of  samples Norman and many other organizations receive 
each day. SandBox provides for a full simulation of  potentially malicious 
executable code in a safe environment. The underlying SandBox tech-
nology simulates a Windows based computer system. SandBox emulates 
all hardware and software used in a real Windows environment, as well 
as necessary network services. The file to be analyzed is loaded into 
the simulated hard disk and started in the simulated Windows environ-
ment. Inside the simulated environment, the file will behave as it would 
in a real computer system. This behavior is observed by the SandBox 
as the SandBox emulator itself  is responsible for processing all the file 
code. As a proprietary technology, Norman has full control to tailor the 
environment to current and future forensic needs and adapt to emerging 
threats.

The time factor can be quantified 
as high as hundreds of thousands 

of dollars per hour and much 
higher when factoring in data 

loss and possible litigation costs.

SandBox emulates all hardware 
and software used in a real 

Windows environment, as well 
as necessary network services.

As a proprietary technology, 
Norman has full control to tailor 

the environment to current 
and future forensic needs and 

adapt to emerging threats.



Complex targeted code

With higher frequency, more dangerous malicious executables are using 
complex self  defense techniques, severely limiting the ability to respond 
efficiently and effectively. It’s vital that SandBox development continues 
to reinsure new self  defending code techniques. This will reinsure that 
the detection abilities of  the SandBox analysis are unaffected. This is not 
only vital for our labs at Norman, but even more so for our SandBox 
customers who are often carrying out in-depth forensics investigations. 
While Norman simply needs to determine if  a file is malicious or not 
in order to protect endpoints from infection, SandBox customers need 
much more detailed information before abandoning their analysis of  the 
threat. These customers, often investigating and defending against tar-
geted attacks directed at their organization and customers, must under-
stand the full potential of  each threat. They must know what informa-
tion may be compromised, and where that information may be sent. The 
analysts also must identify the methods used in such attacks to prevent 
further and future comprise of  their defenses and valuable assets.

The average cost savings starts at 
USD 67,000 for the first analyst us-

ing SandBox Analyzer compared 
to utilizing a second analyst to 

process increased workloads.

It’s vital that SandBox  
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to ensure new self  
defending code techniques.



Fig.1 Time and Cost
This illustration shows average cost and 

time variances users can expect when 
using manual analysis methods as 
compared to integrating SandBox 

Analyzer into their analysis processes.

Fig. 1 shows average cost and time variances users can expect when 
using manual analysis methods as compared to integrating SandBox 
Analyzer into their analysis processes. As with any software adoption, 
SandBox Analyzer complements human experts by automating and 
speeding up high level behavioral analysis, allowing analysts to focus on 
deeper and more technical information gathering with advanced meth-
ods like those provided by SandBox Analyzer Pro.

From a financial point of  view, the average breakeven point based 
on sample volume will be about 3800 samples per year for SandBox 
Analyzer customers.  This point also happens to represent the estimated 
point at which an additional malware analyst is required. The average 
cost savings starts at USD 67,000 for the first analyst using SandBox 
Analyzer compared to utilizing a second analyst to process increased 
workloads. For companies like Norman’s telecom customers who are 
scanning up to more than 100,000 samples per day, at an average of  13 
seconds per sample, significant cost savings quickly add up.

“A current SandBox customer has 
dropped average response times 

from 3 days to an average of  
3 hours as a direct result of 

adding the SandBox Analyzer 
Pro to their laboratory toolset.”



Fig. 2: The breakeven point for time 
savings using SanBox products is 

immediate. The financial breakeven 
point becomes irrelevant when 
response times can result in se-

vere financial consequences.

The breakeven point for time savings using SandBox products is imme-
diate (fig. 2). The financial breakeven point becomes irrelevant when re-
sponse times can result in severe financial consequences. Often SandBox 
customers estimate the time savings pays for the software expenditure in 
one incident. For example, a current SandBox customer has dropped av-
erage response times from an average of  3 days to an average of  3 hours 
as a direct result of  adding the SandBox Analyzer Pro to their laboratory 
toolset. This has enabled this multibillion dollar company to increase 
efficiency throughout the entire organization.

Automated Analysis

The SandBox Analyzer is a tool designed primarily for automation of  
malware analysis. Several different analysis output formats are available 
from both the command line and graphical interface versions of  this 
tool. The most useful outputs are the SandBox summary, available in 
both text or XML formats, and the API log of  system calls. The Ana-
lyzer also offers the ability to extract dropped files, memory dumps, and 
URL content from the SandBox environment. The graphical interface, 
used for help desk and quick behavioral analysis situations, provides 
other information windows including antivirus engine signature scan-
ning, statistics, lists of  dropped files, network connections, and IRC 
servers found in the batch of  suspicious files analyzed. 

In automated environments, once the files have been processed by the 
Analyzer by scripting or some other method of  submission, the infor-
mation output may be stored in a database. Once in the database, the in-
formation can be processed further to create signatures, cleaning scripts, 
send alerts, generate reports, or whatever the customer needs may be. 

The Norman SandBox Information Center, at SandBox.Norman.com, is 
a simple example of  how this tool can be used to do automated analysis 
on thousands of  new files every day. Though limited compared to the 
full version of  the SandBox, this service is a free service on Norman’s 
website where suspicious samples can be uploaded and SandBox sum-
mary responses will be sent back to the analyst via email. 

Deep forensic analysis

SandBox Analyzer Pro provides deep forensic analysis. Analyzer Pro is 
a complete reverse engineering environment built on top of  the stability 
of  the SandBox technology. Analyzer Pro combines the capabilities of  
many other reverse engineering tools into one product. The user has full 
control over the SandBox environment and the execution of  the sample 
being analyzed. Registers, memory, disassembled code, virtual hard disk, 
and network activity can all be closely monitored and manipulated in 
order to understand the full potential of  the suspicious code. Analyzer 
Pro includes many advanced debugging features like the ability to take 
snapshots, simulate execution in reverse, search and dump memory con-
tents, log and save network packets, and many others. The user is able 

The SandBox Analyzer is 
a tool designed primarily 

for automation of  
malware analysis.



Analysis costs are a measurable 
variable of  computer security 
incidents. Human resources, 
overhead, and laboratory costs 
are all components that can be 
quantified financially. Variables 
affecting these costs include the 
types of  samples 
that threat the 
organization 
and the required 
technical depth 
of  investigation, as well as the 
proficiency and efficiency of  the 
analysis staff  and the toolsets 
they’re using. Using past financial 
cost basis for these activities, fu-
ture costs can be computed with 
relative accuracy.

Tens of  thousands of  malicious 
samples from various avenues 
are submitted to Norman daily. 
This number will likely continue 
to increase exponentially. With 
slowing revenue growth in the 
antimalware industry, most anti-
malware engine providers would 
not be able to continue op-
erations if  associated costs kept 
pace with this growth. 

Like most in the industry, Nor-
man has kept analysis costs at 
linear growth rate almost entirely 
based upon the increasing effec-

tiveness of  automated analysis 
systems enabled by technologies 
like SandBox.

Unfortunately, the financial 
scope of  security incidents is not 
limited to operations. Secu-

rity compromises 
often produce 
major economic 
consequences.  
Numerous 

reports estimate breach costs 
broken down per minute, per in-
cident, and in various other rep-
resentations. Like the operational 
security lab costs, many variables 
will determine the actual cost of  
security compromises. 

Every organization has different 
values associated with the assets 
being protected by computer se-
curity initiatives. 
The fact that 
every incident 
and threat is 
unique is the 
biggest factor making financial 
consequences unpredictable. For 
example, a worm propagating 
in a network may vary in con-
sequence from minor network 
congestion to severe leakage of  
proprietary and customer data. 
Often the variability in these 

consequences is directly related 
to the response time. Security 
teams can usually identify some 
basic behavior quite quickly, but 
it’s often challenging to under-
stand the full potential, due 
to the increasing obfuscation 
malware authors incorporate into 
their code. To mitigate security 
threats, the response team must 
understand the full potential of  
the threat. Getting to the bottom 
of  these threats depends on the 
proficiency and speed of  the 
software tools being utilized. 

The Norman SandBox product 
line focuses product develop-
ment on the root of  incident 
response problems. SandBox 
products benefit greatly from let-
ting the market as a whole drive 
product development, consulting 

closely with custom-
ers, partners, and 
peers to constantly 
improve security team 
response. The com-

bination of  SandBox Analyzer 
quickly automating analysis of  
many files, and SandBox Ana-
lyzer Pro allowing quick deep 
forensic analysis, significantly 
reduces the financial impact of  
security incidents.

Responding to Threats: A Financial Approach

“The fact that every incident 
and threat is unique is the big-

gest factor making financial 
consequences unpredictable.”

“The Norman SandBox 
product line focuses product 
development on the root of 

incident response problems.”



to see and work with code both at the application and kernel levels to 
see rootkit and exploit code behavior. The ability to connect to the live 
Internet allows analysts to quickly analyze and monitor botnets, network 
worms, downloaders, and other network reliant code.

Other applications

The SandBox technology can easily be built into commercial prod-
ucts, including antivirus scanner engines, various forensic tools, threat 
management products, honeypots, firewalls, intrusion detection systems, 
and various other applications. Norman Network Protection (NNP) is 
an example of  a product that uses these technologies. NNP scans your 
network traffic protocols in real time for malicious activity. This prod-
uct has the SandBox technology built in to detect proactively any new 
threats that might be passing in or out of  the network segment.

The SandBox Reporter data feed of  threats Norman sees in its analysis 
labs, provides lists of  new URLs and IRC servers that new malware is 
contacting. This information can be built into firewalls and other intru-
sion products. The behavior from the full SandBox summary reports 
included in the Reporter feed can be used for signatures to detect vari-
ous other indications of  malware in your network.

“The SandBox technology can 
easily be built into  

commercial products.”



Leading forensics into the future 

The SandBox tools delivered by Norman have become the primary 
analysis tools for some of  the world’s largest companies, trusted security 
organizations, and government security labs. These organizations rely on 
SandBox tools to deliver virtually instant intelligence to protect custom-
ers and sensitive data.  Norman continues to pioneer advancements 
in reverse engineering and forensic technologies for future threats and 
exploits. With the assistance of  customer and industry security teams, 
Norman diligently monitors the threat landscape for means of  per-
forming more effective detection and analysis in the modern computer 
security environment. 

Malware Playing Dead – Malware Self-Defense techniques

Malware often “plays dead” or modifies its behavior in response to 
reverse engineering activities. Such self-defending code techniques are 
used to hinder analysis and detection. Complex threats can slow down 
response times considerably, exposing organizations to potentially signif-
icant data compromise and loss.  It is vital when analyzing these threats 
to understand the problem, how to resolve the problem, and ensure 
future threats do not compromise efficient and proficient response.

Self  defense techniques can be categorized in different ways. Anti-
environment, anti-emulation, and anti-analysis are some of  the common 
sub-categories. Anti-environment code tries to detect virtual environ-
ments such as VMWare or Virtual PC based solutions. The anti-environ-
ment code uses various methods, from simply looking for registry keys 
to hooks into the real system software and hardware.   
Since these virtualization solutions use a graphical interface that looks 
to the human eye like a separate safe computer environment, it’s some-
times hard to remember that everything done in this piece of  soft-
ware is processed by the real system resources. It’s quite easy and well 
documented how to detect and even jump out of  these environments 
popular with analysts. In addition to these drawbacks, these environ-
ments also have numerous code and behavioral analysis tools installed in 
the environment. These tools are also vulnerable and easily detected by 
the malware, further compounding analysts abilities to effectively utilize 
such analysis methods. With more frequency, analysts must infect real 
computer systems and networks in order to analyze the malware, while 
using time-consuming patching techniques to avoid the detection of  
their analysis toolsets. In the case of  virtualized and real environments, 
the time spent reverting to a clean state is extremely costly when dealing 
with large volumes of  suspicious code.

Anti-emulation tricks try detecting if  the code is being simulated in an 
emulator. These tricks are quite useful for malware writers because emu-
lators are used by many antivirus engines for heuristic detection. Some 

Self-defending code  
techniques are used to  

hinder analysis and detection.

The SandBox tools delivered by 
Norman have become the primary 

analysis tools for some of  the 
world’s largest companies, 

trusted security organizations, 
and government security labs.



analysts also use more robust emulators for analysis activities. Emulators 
can be detected by malware writers by simply looking for some charac-
teristic of  a real system not emulated, or emulated incorrectly within the 
simulated environment.  Emulators are difficult to develop to undetect-
able levels because the Windows kernel and operating system software 
code must be completely reverse engineered and converted to run inside 
the emulator. In a truly emulated system, you must also complete this 
process for all the hardware components as well. SandBox is a com-
pletely emulated environment with all hardware, software and operating 
system components rewritten specifically for the SandBox environment.

Anti-analysis code looks for the presence of  debuggers and other analy-
sis tools, often by simply observing tools active on the computers desk-
top. The code will also look for installed or running services associated 
with such tools. With more complex techniques, the code will identify 
strange registers and memory space used by the analyst’s toolset. Code 
might also drop its own libraries to hide things so the analyst won’t 
actually see it in the executable’s code. When analyzing a file, the analyst 
must be aware of  many different anti-analysis techniques. For example, 
code may only be malicious if  it is able to download a particular file, and 
therefore the analyst must retrieve that file in order to see how the file 
would behave on the average users PC. 

“Code might drop its own  
libraries to hide things so the 

analyst won’t actually see it 
in the executable’s code.”

Self  defending code functionality is often built into many forms 
of  protection commonly generalized into what the security 
industry calls packers.  Techniques can be as simple as common 
compression software.  These compression layers can of  course 
use more complex compression layers using encryption layers the 
analyst may need to work through.  Techniques advance further 
into advanced protection technologies such as those used by 
Slovak Protector and Themida, which hide and obfuscate code 
in a way that makes analysis almost completely impossible using 
traditional methods.



Fig. 3

“In general, packers and  
protectors are not a  

problem for SandBox.”

Make a leap - contact us  
today for more information  
about our SandBox Analyzers.

Norman ASA
sandbox@norman.com

www.malwareanalyzer.com

Fig. 3: Packers are increasing in use, with trends moving toward the 
more complex protectors. These technologies are readily available as 
both free and commercial applications, making it easy for any malware 
author not skilled enough to write self  defending code themselves, 
to build such functionality into their malicious applications. In gen-
eral, packers and protectors are not a problem for SandBox. As a fully 
emulated Windows system, the executable will simply run through the 
protection mechanisms as it would on real system.

Internet type tricks are also increasing in usage. Malware will connect to 
various URLs to make sure it is receiving the real world response from a 
legitimate site.  It will check to see if  something is returning a response 
from a site that does not exist on the real internet. Malware will also 
frequently authenticate itself  with a commanding server to verify a con-
nection to the real internet. Malware will look for applications such as 
antivirus software, MSN messenger, and other services that should be 
running on a normal system, but not in a reverse engineering environ-
ment. All these evolving techniques must be considered in any analysis 
environment whether the system is manual or automated.
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